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1. Purpose & Scope

This document defines the interface between the Access Domain Manager (ADM) and the Sultan system.

This document covers the CORBA interface used to communicate between ADM and SULTAN.

This document does not describe the end to end testing functionality that is detailed in the Access Domain Manager Functional Specification (reference [1]).

The interface described in this document is to be used the ADM ANR 2.0.

2. References

[1] Access Domain Manager Functional Specification.
3AU 26567 AAAA EDZZA, Ed 1

[2] Access Domain Manager SULTAN Interface Detailed Example.
3AU 26567 AAAF BEZZA, Ed 01

[3] SULTAN IDL File, Version 1.5.

3. Definitions

ADM
Access Domain Manager

SULTAN
Subscribers Line Test Access Network system
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5. Overview

SULTAN is the Telstra system responsible for testing the entire network. Over the period of a month it is responsible for performing around 9,500,000 tests, about 1,000,000 ad hoc tests and the rest being scheduled through the CLIQ bulk test facility. These tests are spread across the entire network, so the load on the ADM will be in proportion to the amount of the network that it manages.

ADM will provide an interface for SULTAN to use so that it can conduct testing of equipment that is managed by ADM. The SULTAN interface permits identifying the testable equipment associated with a FNN; determining what tests are applicable; and running, monitoring and cancelling tests on that equipment. ADM ANR 2.0 will support tests related to the line between the network element and the customer.

The interface being provided is based on CORBA technology across the Telstra CDN-B network. This enables SULTAN to maintain multiple parallel ports into ADM in order to maintain the desired throughput. Conversely it allows ADM to distribute the load created by these multiple ports, so that its other activities are not affected.

5.1. Note on Terminology

This section describes the terminology used within this document.

5.1.1 System Error

A line test can "fail" if there is a failure of the SULTAN FLOE, CMUX FLOE, communications, etc. which does not necessarily mean there is a fault with the line. These events are collectively referred to as System Errors, and should always be associated with an error message describing the fault.

5.1.2 Line Fault

On the other hand, a line test can fail because there is an actual problem with the line. These events are collectively referred to as Line Faults. A distinction must be drawn between line faults and system errors to avoid confusion.

Note that a test result may indicate to the user that there is a line fault but the test system may not be able to determine that. For this reason, the test system is said to report test results rather than report line faults. Line faults are not associated with error messages.

5.1.3 Test Results

These are the actual measurements generated by a test when it is running.

5.1.4 Test Outputs

Apart from test results, a test may output other information such as status updates, error messages for system errors, test progress information, etc. Altogether the sum of all this information is referred to as the test outputs.

5.1.5 Test Session

A Test Session, in common terminology, is a period during which a port under test is blocked while tests are carried out. Unfortunately this term was used in earlier versions of this document (and in the IDL) to refer to a login session between SULTAN and SULTAN FLOE. As the latter usage cannot be changed, whenever confusion between the two may arise the former usage is called a Port Test Session and the latter a Login Test Session. See Appendix B.

5.2. Functional Specification

The traceable requirements relating to the SULTAN interface are as follows:

The ADM SULTAN Interface shall ensure that the SULTAN username and passwords are authenticated before access to ADM is permitted.

The ADM SULTAN Interface shall ensure that the security profile, assigned to the users that SULTAN have connected with, allows the execution of tests.

6. SULTAN Interface Description

This section describes SULTAN interface in detail.

6.1. Interface Object Overview

SULTAN initiates a login test session with the ADM by making a CORBA call on a published object (Sultan::Server) and receiving the handle to a login test session object (Sultan::TestSession) through which future communication takes place. Before using the TestSession object, the client must provide authorisation information (name and password), which ADM uses to authenticate SULTAN.

SULTAN identifies the equipment to be tested by means of the FNN that uses the equipment. The FNN may identify zero or more user ports that are managed by ADM. If a path is managed by ADM, the interface supplies an object (based on the Sultan::Testable interface) that supports access to the path’s testable user ports.

The precise type of Testable object returned by ADM depends upon what is required by SULTAN. For ANR 2.0, ADM will return one or more objects representing the termination point facing the customer (suitable for high-performance line testing).

SULTAN may use the Testable object to determine what tests the equipment supports and to start a test, which is represented by a separate object (Sultan::RunningTest). The RunningTest object may be used to query progress and cancel the test, while SULTAN receives status and result reports via the Sultan::TestCallback interface. When SULTAN is no longer interested in any equipment associated with the Testable object, it may release the resources held for this purpose (or wait for an automatic release).

A test being run is in one of a number of known states. Changes in this state are indicated by messages passed back to a client side object (Sultan::TestCallback). These states can convey the presence of System Errors but are not intended to indicate the presence or absence of Line Faults. Such messages can include partial or complete test outputs. Certain state changes are FINAL: they indicate the test has finished and will emit no more messages. These states and status messages are encapsulated in the Sultan::TestStatus enumeration.

6.2. Interface Interaction Diagrams

This section describes the interactions between different interface components in detail.

6.2.1 Server, TestSession and Testable Interaction

The interactions between the SULTAN Server, TestSession and Testable objects are shown in Figure 1.

The Client calls the createSession method on the Server to obtain a TestSession object, and then authenticates itself with the TestSession with login. This allows the TestSession to search for and return Testable objects as permitted by the Client profile.

Assume that the Client will use the FNN as a key to test customer lines from User Ports managed by the Access Domain Network.

The Client makes repeated findLines calls on the TestSession object. This function returns one or more Testable objects, each corresponding to a user port managed by ADM. This will fail (returning false) if the FNN does not match any paths managed by ADM. The Client may interact with these Testable objects to obtain details or to run tests. When the path is no longer of interest, the Client may call release on the Testable object.

When the client no longer requires access to FNNs, it may call closeSession on the TestSession to remove it.
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Figure 1 Server, TestSession and Testable Interaction

6.2.2 Starting a Test

The interactions involved in initiating a test are shown in Figure 2. Function returns are omitted from this diagram.

Assume that the Client receives multiple Testable objects from findLines (Testable.1 and Testable.2) This means that there are two User Ports (and associated customer lines) corresponding to the supplied FNN.

The Client determines which User Port is to be tested (of course, it can test both) by invoking getTestableInfo on each Testable object. This function also returns the list of available tests for that User Port. Assume that the Client only wishes to run a test on Testable.2. The Client may first call release on Testable.1 as it is not to be used further.

To actually start a test, the runTest method is invoked on Testable.2, which takes as a parameter a handle to a TestCallback object where test status and result messages will be sent asynchronously. runTest attempts to initiate the test and if successful will return a handle to a RunningTest object.

RunningTest will attempt to start the test and transmit its outputs by calling the testStatus method of the TestCallback object. The Client may interact with the test by invoking the RunningTest interface.

When no more tests are to be run on Testable.2, the release function may be called. This indicates that no more tests will be started using that object, and in any case this may happen automatically if the Testable.2 object is not active for some time and all related tests have finished. See Appendix B for some consequences of calling release.
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Figure 2 Starting a Test
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Figure 3 Normal Test Operation

6.2.3 Normal Test Operation

Interactions across the SULTAN interface during normal operation of a test are shown in Figure 3. Function returns are not shown.

RunningTest reports to the TestCallback object when it first starts, and may issue other notifications as it progresses. The Client may request a report, with or without results, at any time. When the test completes, a final report is issued with any remaining results.
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Figure 4 Cancelling a Test

6.2.4 Cancelling a Test

Interactions across the interface when cancelling a test are shown in Figure 4. Function returns are not shown in this diagram.

The RunningTest reports starting and progress as in Figure 3. At some point, the client issues a cancelTest request. If this succeeds, it will be reported to the TestCallback object via the testStatus call with a status of Cancelled.

6.3. SULTAN Test Package IDL

The SULTAN Test Package defines the CORBA interfaces required at either end of the SULTAN-ADM connection. The IDL specified here is enclosed with the sultan_adm_interface module. The complete IDL  in compilable form is contained in [3], and the comments here refer to this version.

6.3.1 Test Identifier

The TestID is an identifier shared between SULTAN and a Testable or RunningTest object it is communicating with. The value is assigned by ADM when the test is initiated, and will be unique among all tests initiated under a specific instance of TestSession.

typedef string  TestID;

6.3.2 Application Data Format

The SULTAN interfaces use a single CORBA data structure to pass arbitrary data relating to tests between applications. The data transmitted using structure is decoded at the application level using an agreed format transparent to CORBA. This exchanges type safety provided by CORBA with a more flexible and extensible interface for the application, with the ability to share parsing code between applications.

Application data formats are encoded as sequences of Name-Value pairs. With the addition of certain semantic rules (described in section 6.4) these are able to express arbitrary data, including type data, of interest at the application level. An exception in case of encoding errors is supplied.

The IDL definitions are as follows:

struct NameValuePair {

string  name;

string  value;
};

typedef sequence<NameValuePair> NameValueSeq;

exception NameValueError
{

string   message;
};

The formats for data encoded as Name-Value sequences are referred to in the text in the following manner: <testable-info>. Further information on the specifics of these formats are given in section 6.4.

6.3.3 Test Status

TestStatus enumerates the possible states a test can be in. We identify some states as FINAL, meaning that no further transitions are possible.

A test is initially in the Prepared state and moves to Running. If this fails, it is a system error and the test moves instead to StartError, which is FINAL. From Running, if a cancel attempt fails, it again is a system error and the test moves to CancelError. From either of the last two states, a successful cancellation moves to Cancelled, test completion to Completed, or other test termination to Terminated. The last three states are all FINAL.

The possible transitions between test status are shown in Figure 5. In this diagram, all FINAL states are in the right hand column.
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Figure 5 Test State Transitions
The IDL defining the TestStatus type is shown below.

enum TestStatus {

Prepared,       // Test not yet started

StartError,     // Test unable to start FINAL

Running,        // Test is currently running

Terminated,     // Terminated before completion FINAL

Cancelled,      // Test has been cancelled FINAL

CancelError,    // Cancel attempt has failed

Completed       // Test has successfully completed FINAL
};

Test status indicators marked FINAL should be the last status messages emitted.

The test status may be combined with a boolean flag lineFaultFound: this may be TRUE if a Line Fault has been detected by the test when the test status is Running, Cancelled or Completed. The value is undefined in other states or in case of System Error. Note that tests are not required to set this flag and so FALSE does not imply that no Line Fault is present.

6.3.4 Error Message Formats

Error messages are transmitted as strings with a common format to facilitate use by humans and machine processing. The format is as follows:

<error-msg>    ::= <error-code> <error-param>* ‘\n’ 
                   <error-description>

<error-code>   ::= <word>

<error-param>  ::= <string>  // no embedded new-lines

<error-description> ::= <string>

The first word (with no embedded white-space) is the major error code. It may be followed by an arbitrary string containing parameters and additional machine-interpretable information about the error, terminated by a new-line. A human-readable description of the error follows after the new-line.

All error messages used in the SULTAN IDL will adopt this format.

Error messages should always be set when system errors are detected, in which case the error code is one listed in Appendix A.

6.3.5 InvalidArgument Exception

The InvalidArgument exception is raised when there are errors in the arguments to an interface function.

exception InvalidArgument {

string message;
};

6.3.6 TestCallback Interface

Objects implementing the TestCallback interface can accept information about the status of tests executing within the system.

interface TestCallback {


// testStatus reports the status of a test and may include

// test results formatted according to <test-results>.

// These reports are issued after the test start,

// following any state changes, on demand, and at other

// times depending upon the test.

// System errors are indicated by the status flag and

// described in the error message string.


Oneway void

testStatus(in  TestID        testID,

           in  TestStatus    status,

           in  boolean       lineFaultFound,

           in  string        errorMsg,

           in  NameValueSeq  results)

};

6.3.7 RunningTest Interface

Objects implementing the RunningTest interface represent tests being performed by the ADM. A handle to a RunningTest object is returned when the test is successfully started (Testable::runTest). At this time, a TestID and TestCallback object is associated with the running test: this object is referred to in the comments as “the callback”. Note that RunningTest objects which have emitted a status other than Prepared, Running and CancelError are deemed to have finished and should not emit further status or result reports.

Running tests can be queried for their status (queryTest) or cancelled (cancelTest), but support for this feature by a specific test is not guaranteed.

interface RunningTest {


// cancelTest cancels a running test. It returns TRUE if a

// cancellation is possible (eg. if the test is actually

// running and supports cancellation) and the status change

// will be returned to the callback object (testStatus) when

// appropriate.

// If the test has already emitted a FINAL status, cancelTest

// returns TRUE but no callback is made.

// If the test cannot be cancelled, the function returns

// FALSE and the callback will not be invoked.


boolean

cancelTest(in  TestID  testID)

raises (InvalidArgument);


// queryTest requests a test status and progress update

// from a running test. It returns TRUE if this is possible

// (eg. if the test is actually running and supports query)

// and the result will be reported to the callback object

// (testResults).

// If the test cannot queried, the function returns FALSE

// and the callback will not be invoked.

// If the results parameter is TRUE, this may be interpreted

// as a hint that intermediate results can be reported in

// the callback message.


boolean

queryTest(in  TestID   testID,

          in  boolean  results)

raises (InvalidArgument);


// getStatus returns the status of the test. It does not

// invoke the callback object.


TestStatus

getStatus(in  TestID  testID)

raises (InvalidArgument);

};

6.3.8 Testable Interface

Objects implementing the Testable interface are those on which tests can be executed. Operations on this interface include obtaining detailed information on the object including what tests are available; and starting a test.

The interface allows the client to release the Testable object, indicating that no more tests will be started and it is no longer required. Testable objects may release themselves if inactive for an extended period. release has other effects on line blocking: for details, see Appendix B.

interface Testable {


// InvalidParameter indicates that a test parameter was

// invalid.


exception InvalidParameter {


string message;

};


// getTestableInfo returns an encoded sequence of name-value

// pairs describing the testable object and any sub-objects.

// The format of this data is specified in <testable-info>.


void

getTestableInfo(out NameValueSeq  testableInfo);


// release permits the release of all objects and resources

// associated with the Testable, including the Testable

// object itself, any Testable sub-objects and RunningTests.

// These objects should no longer be accessed. This action

// does not affect those RunningTests which have not yet

// finished - that is, they are not cancelled.

// Testable objects will release automatically if there are

// no running tests and no activity for a certain time.


void

release();


// runTest starts a test running, returning TRUE and setting

// a handle to the new RunningTest object if successful.

// If not successful, the function returns FALSE and the error

// message is set.

// The callback object is invoked to report test status

// changes and results, with the testID used as a parameter.

// The testID is generated by runTest and should be passed as

// a parameter to invocations of the RunningTest interface.

// If the test is not applicable to the object, an

// InvalidArgument exception is raised. If the parameters of

// the test are not valid, an InvalidParameter exception is

// raised.


boolean

runTest(in  string        testType,

        in  NameValueSeq  parameters,

        in  TestCallback  callback,

        out TestID        testID,

        out RunningTest   runningTest,

        out string        errorMsg)

raises (NameValueError, InvalidArgument, InvalidParameter);

};

The name-value sequence used to pass parameters to a test depends upon the specific test and will be published in the test specification document. In addition to the input parameters specified for the test, additional policy parameters which specify test policies can be included. These optional parameters can override default policies. For some tests, these policies may have no effect in which case the parameter is ignored if present. Note that a policy parameter appearing in the input parameters of a test only sets policy for that test.

The only policy currently supported determines if the test can continue if the line is busy. By default, if a test will interrupt a customer conversation it will be aborted. This behaviour can be modified by setting the optional TestIfBusy parameter to true. For more details on how this is done, see [2].

6.3.9 TestSession Interface

The TestSession interface is called by SULTAN to discover the Testable objects that are associated with the supplied FNN. Access must be authorised (that is, this object must be logged into) before Testable objects can be discovered.

typedef sequence<Testable>  TestableSeq;

interface TestSession {


exception InvalidLogin {


string message;

};


// login logs into the test session. On error, an exception is

// returned and the session is closed.


void

login(in string username,

      in string password)

raises (InvalidLogin);


// findLines returns TRUE if the FNN identifies any paths

// managed by ADM, and returns handles to the Testable

// objects corresponding to customer lines.

// This function may also reserve resources which should be

// freed by the Testable::release() function.


boolean

findLines(in  string        FNN,

          out TestableSeq   lines) 

raises (InvalidLogin);


// closeSession is called when no further searches are

// required. It will cause the release of Testable objects

// generated during the session.

// The session object should not be used after closure.

// A TestSession will automatically close if no activity

// occurs for a long time.


void

closeSession();


};

6.3.10 Server Interface

The Server interface is invoked only for the purpose of generating a TestSession. This permits a single server to publish its name and handle multiple clients with separate login sessions.

interface Server {


// createSession returns TRUE if a TestSession object could be

// generated, and returns it in the session output parameter.

// The output string “reserved” may be used for future

// encoding of passwords for CORBA transmission.

// On failure, the function returns FALSE and sets the error

// message.


boolean

createSession(out TestSession  session,

              out string       reserved,

              out string       errorMsg);

};

6.4. Application Data Formats

This section describes the application data formats used to encode application data in name-value sequences transmitted across the SULTAN interface. There are some general considerations applying to all formats.

Names may contain embedded whitespace, but these are treated as ordinary characters. In other words, the whitespace must match exactly, including leading and trailing whitespace. The significance of whitespace in value strings depends upon the encoded type.

Only named objects and nothing else is transmitted. In other words, when a complete name-value pair sequence is received, it must decode into a sequence of named objects. These objects may contain other objects which in turn must also have names. Object names are case sensitive.

A simple object is encoded as a single name-value pair. The name of the object appears in the name field, and its value in the value field. Simple objects have no type apart from that supplied by the semantics of the application layer.

A complex object is encoded as a sequence of name-value pairs bracketed by BEGIN- and END- pairs. These strings may not appear in the prefix of any other name-value pair. A complex object appears as the following:

   BEGIN-TYPE-NAME
= OBJECT-NAME
      ...
   END-TYPE-NAME

= OBJECT-NAME

where TYPE-NAME and OBJECT-NAME are arbitrary case sensitive strings. The object name in the END- line is ignored and may be omitted or incorrect without affecting the protocol.

Any objects may appear between the BEGIN-/END- pairs of an object. Generally speaking the order in which objects appear is not significant unless otherwise specified.

One particular type name, LIST, is used by convention to represent a list containing arbitrary objects.

With these conventions, data of arbitrary complexity can be encoded as a finite sequence of name-value pairs. Additional data inserted into the sequence can be identified and may be ignored by the application providing some protection for format changes.

6.4.1 Type Specifications

Meta-data – literally “data about data” – can be encoded using name-value sequences. One application for this ability is to encode type specifications as a name-value sequence – for example, in specifying the parameters to a test. This feature is mentioned here for completeness: it is not used in ADM 1.0 for ANR2.0, and is not described further in this document.

6.4.2 Test Results

Test results are formatted as <test-results> and are interpreted by the TestCallback interface. <test-results> is a complex object and is described in [2].

6.4.3 Testable Information

Testable is able to return a description of the testable object, including a list of available tests, formatted as <testable-info>. This application data format is specified in [2].

Appendix A 
Major Error Codes

The following major error codes may be generated by the SULTAN Interface when system errors are detected.

TestDeviceBusy
Test device is busy

TestDeviceFailed
Test device has failed.
If the element cannot tell if the device is busy, it may return this value.

TestFailed
Test has failed (non-specific system error).
Some element managers may not be able to supply any more specific information as to the reasons for failure.

TestTimeout
A timeout associated with the test was exceeded.
TestInterrupted
The test was interrupted.
Interruptions may be for any reason, such as the customer going off-hook, or a higher priority test taking control of the test device.

CommsError
Communications failure, either internally within the Element Manager or between the Element Manager and the Network Element.

ElementMgrError
Non-specific Element Manager error.
Causes might include internal software errors, out of memory or resources, etc.

NetworkMgrError
Non-specific Network Manager error. 
Causes might include internal software errors, out of memory or resources, etc.

Appendix B 
Line BLocking and Port Test Sessions

This appendix does not describe the behaviour of the SULTAN Interface, and is just an explanatory note.

As SULTAN has gone into testing, there have been some issues with regard to line blocking during tests. Basically these have boiled down to the fact that tests running on the port are run independently, and so can have unfortunate interactions. Under certain conditions, a test unblocks the line after concluding, the line goes into a busy state for 30-40 seconds, and the next test aborts.

To avoid this, SULTAN has the concept of a [Port] Test Session, where the line under test is blocked, tests are run, and at the conclusion of this the line is unblocked.

The Port Test Session is not directly supported by SULTAN FLOE, and there are no port test session control primitives. Instead, consecutive tests are supported by the underlying test agent (implemented by the CMUX FLOE) which will keep the port blocked for a time after a test has concluded to allow another test to run immediately.

When a test is started on a port for the first time, a Port Test Session is created to control it and any following tests. The line is blocked at the exchange unless it is busy (in which case the test will be aborted), and remains blocked after the test finishes for a configurable timeout period, to allow a new test to run immediately). Thus any tests started during this period will find the line in an already blocked state.

When its last test has concluded, SULTAN needs the line to be set to the unblocked state quickly (certain clients such as FAST will try to dial the number). If the timeout period hasn't expired, such an attempt will fail. An effect of the release function is to inform the Port Test Session that the timeout is to be ignored (since no more tests are expected) and the line will be unblocked as soon as all tests have finished.

Note that this behaviour is part of the Test Agent, not the SULTAN FLOE.

Appendix C 
Sultan Flow control plugin

The Sultan flow control plugin is designed to regulate the flow of requests to the Sultan server in times of heavy system load. The plugin overrides the default OrbixWeb request dispatching with a Sultan specific request dispatcher. Its design is shown in figure 6 below.








Figure 6 Sultan request dispatcher

Three queues are used to monitor the flow of requests. Each queue is designed for a particular type of request, based on volume, execution time and path. Each queue is serviced by a seperate pool of threads. A request is dispatched off the queue to the Sultan server when a free thread is available. When the arrival rate exceeds the service rate over a period of time, the backlog of requests reaches the reject threshold, the queue is blocked off and subsequent requests are rejected. The queue will reject requests until the backlog drops to the accept threshold.

A queue’s parameters such as accept threshold, reject threshold and thread pool size are configurable.
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