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1. Purpose

The purpose of this document is to specify the SCC Machine Interface protocol access controls and messages used by other applications to access SULTAN without the need to screen scrape.

2. Scope

This document applies only to SULTAN SCC machine access as currently used by ServicePlus, FIAT, T&DS and eBS Voice Portal applications. Tester screen and CLIQ access procedures are documented separately.

It is intended that the Machine protocol will be extended in the future to enable all non-interactive tests supported on the tester interface. These changes are beyond the current scope of the CNS EM requirements, and will be determined by Telstra business needs.

3. Audience

SULTAN engineers, testers integrators and all external system staff wishing to access SULTAN through the machine interface.

4. SUMMARY

To avoid the need for other applications to screen scrape SULTAN and to provide a simple and consistent means for applications of accessing SULTAN test results the following protocol messages have been developed for the SULTAN SCC platforms. This protocol has been leveraged off the previously deployed OCC Machine Interface protocol [1] with some fundamental design changes to improve responsiveness to changing business needs and conform to the IT Privacy and Security policy [2] [3]. The machine interface will be upgraded with capability to use new test keys (which are already available through the tester interface), as dictated by the requirements of the CNS EM project, for testing. No changes to the existing data message structures have taken place to reduce the amount of impact on current dependant application interfaces. This has been dictated by Telstra business needs.
As per the Telstra Privacy Policy [2] and IT Security Policy [3] the messages will implement Access Controls to allow SULTAN to identify and authenticate the application requesting a transaction of SULTAN. 

5. SCC MACHINE INTERFACE DESCRIPTION

The SCC Machine Interface Protocol design allows for identification and authentication of the requesting application followed by as many supported individual or concatenated tests as are allowed on any number of FNNs (as long as the test requests are injected serially after waiting for the correct response) followed by a closure of the connection from the application or a closure triggered by a timeout from SULTAN. If subsequent FNN test requests on the same or different FNN do not wait for a correct response message, then the current test request will be aborted and the new test request established in its place. In this way the overhead of repeated logon attempts will be avoided for each isolated test against an FNN and the ability to issue single or multiple tests against an FNN as required by the requesting application can be supported. Currently only the basic SULTAN package test, and the extended package test, are supported.

In practice logon to the Machine Interface is via either a TCP/IP DNS recorded host name across the CDN/B to a distributed number of SULTAN processors. Position allocation is dynamic within the system to enable load sharing and full system redundancy within the SULTAN environment.

The following sections detail the message sequencing and structure to be used to initiate the supported SULTAN transactions.

5.1 Login Protocol

The SCC Machine Interface is accessible via TCP/IP over the CDN-B.

Note:
In the following messages <sp> is the ASCII space character,<ht> is the ASCII tab character,<cr> is the ASCII carriage return character used as the message terminator character and messages are NOT case sensitive

The TCP/IP session is established with a telnet negotiation header being sent by the interface to ensure all terminal echoing is negotiated off (this is for the benefit of Drift clients). This header consists of the following nine bytes (hexadecimal):

FF  FB  01  FF  FB  03  FF  FD  03

The interface will then send the ASCII logon banner as follows:

SULTAN Machine Interface Vx.x.x  SCC #xxx (hhhhh)  dd Mmm ccyy  hh:mm:ss<cr>

· where x.x.x is the SULTAN Version number, and hhhhh is the SULTAN host name

· where SCC x or xx or xxx is the processor to which the session is established and which can be any number from 0 to 999

· where dd Mmm ccyy hh:mm:ss is the date time stamp in Year 2000 format eg: 21 Aug 1997 10:33:39

If the remote host has its IP address registered with SULTAN then that is all that is needed to begin issuing commands. An SLOG command in this instance can be made but is redundant. Note however that if the user does issue an SLOG command and it fails with INVALID ACCOUNT then the user cannot issue any further tests until an SLOG is successfully completed.

If the remote host does not have its IP address registered then it must successfully issue an SLOG command in order to test.

If an SLOG command fails for any reason then it issues the message.

“LOGIN FAILED - INVALID ACCOUNT” 

The SCC then waits up to 5 minutes for a SLOG logon message to be received from the application. Should an SLOG message not be received after 5 minutes the TCP connection will be closed by the SCC.

This message will take the form of :

SLOG<sp><account><sp><password><cr>

where account is a 7 character alpha numeric string assigned by SULTAN and conforming to the IT Security Baseline, and password is a minimum 6 and maximum 20 character alpha numeric string initially defined by SULTAN and then application configurable conforming to the IT Security Baseline. 

Note:
5 failed logins locks out a user account, 60 day expiry of passwords. For account  disabling and deletion as principles of the IT Security Baseline, please refer to the SULTAN Userid Administration User Manual Document.

SULTAN will respond with an S1 final message indicating the outcome and the fact that no further messages will be sent from SULTAN in response to the SLOG command.

This message will take the form of :

S1=F=0016=.LOGON SUCCESSFUL<cr>

If there are problems with confirming the session SULTAN will respond with one of the following :

“LOGIN FAILED - INVALID ACCOUNT” for an account that does not exist.

 “LOGIN FAILED - ACCOUNT DISABLED” for an account that is locked due to five failed logon attempts or an incorrect password update procedure.

“LOGIN FAILED - USERID IN USE” for an account that is already in use.

“LOGIN FAILED - PASSWORD EXPIRED” for an password that needs to be updated.

These messages will take the form of :

S1=F=0030=.LOGIN FAILED - INVALID ACCOUNT<cr>

S1=F=0031=.LOGIN FAILED - ACCOUNT DISABLED<cr>

S1=F=0029=.LOGIN FAILED - USERID IN USE<cr>

S1=F=0033=.LOGIN FAILED - PASSWORD EXPIRED<cr>

If 5 consecutive login attempts fail then the following message is sent and the connection is dropped:

S1=F=0041=.LOGIN FAILED - EXCEEDED ALLOWED ATTEMPTS

For the password expired message the connecting application should follow with the password update procedure by sending the SPWD command.

The SCC waits for a SPWD message to be received from the application.

This message will take the form of :

SPWD<sp><old password><sp><new password><cr>
where the password is a minimum 6 and maximum 20 alpha numeric string.

Note:
While passwords are not encrypted for transport they are stored encrypted on the SULTAN database - this considered suitable for the risk weighting associated with SULTAN testing

SULTAN will respond with S1 successful password update message.

This message will take the form of :

S1=F=0026=.PASSWORD UPDATE SUCCESSFUL<cr>

If there are problems with updating the password SULTAN will respond with one of the following :

“PASSWORD UPDATE FAILURE - OLD PASSWORD INVALID” for an old password that does not match the account

“PASSWORD UPDATE FAILURE - NEW PASSWORD INVALID” for an new password that does not match the IT Security Baseline criteria
“PASSWORD UPDATE FAILURE - NEW PASSWORD IN HISTORY” for an new password that has been used within the last five updates which is not permitted as per the IT Security Baseline

These messages will take the form of :

S1=F=0045=.PASSWORD UPDATE FAILURE - OLD PASSWORD INVALID<cr>

S1=F=0046=.PASSWORD UPDATE FAILURE - NEW PASSWORD INVALID<cr>

S1=F=0047=.PASSWORD UPDATE FAILURE - NEW PASSWORD IN HISTORY<cr>

In all cases the application must then issue a subsequent SPWD message until it receives the S1 PASSWORD UPDATE SUCCESSFUL message.

If 5 consecutive change password attempts fail then the following message is sent and the connection is dropped:

S1=F=0049=. LOGIN FAILED - EXCEEDED CHANGE PASSWORD ATTEMPTS

Note:
Initially for applications that do not support the Access Control SLOG or SPWD protocols, the Machine Interface  will allow immediate use of the test commands. This will only be allowed for applications that have registered their IP host source address with SULTAN. Where the IP address has not been registered the connection will be closed by the SCC. Once an application has implemented the Access Control protocols, direct access to the test commands will be disabled. This will be done on an IP host source address basis.
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Figure 1 : Successful SLOG Protocol
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Figure 3 : Login Failure Password Expiry But Successful ChangeProtocol
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Figure 4 : Login Failure Password Expiry And Unsuccessful Change

5.2 Session Protocol

Once confirmation of a valid logon is received, or the password has been updated successfully, the application can now issue the required test transactions with the selected FNN. SULTAN will return the appropriate intermediate, success, failure and test results messages as are required.

Result messages can be summarised as follows:

One or more S1 progress messages, possibly followed by either an S4 fault test results message or an S5 no fault test results message, followed by an S1 final message, possibly followed by one or more S7 extended test results message.

Note that you may receive more than one S1 and S7 message for each transaction. Refer to the output messages section for more detail.

The ability to carry out multiple tests on the same FNN and also test more than one FNN per session is supported. Subsequent test requests must be delivered serially - that is the previous test must complete before a new test request can be submitted. Any attempt to submit a new test request will abort the current test with no notification. The new test will then begin. This includes a retest on the same FNN. When all required tests are completed the session can then be terminated from the application end by closing the socket connection. A configurable inactivity timer against the session will be enabled in all cases to ensure open but inactive sessions are freed up for other applications after a defined period of inactivity. In this case SULTAN will close the socket connection immediately after issuing the following notification to the application:

S1=F=0036=.TIMEOUT WAITING FOR MACHINE COMMAND
All messages are structured data over socket based connections. RPCs are not supported at this time.

The following message flow has been implemented. In this release the messages associated with SLOG are optional, if the host IP is registered with SULTAN.
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Figure 5 : Line Test Transaction Protocol

5.3 Input Messages

SRTI - Basic SULTAN package line test:

SRTI<sp><FNN><cr>

SRLT - Basic SULTAN package line test (old format):
SRLT<ht><ht><FNN><ht><ht><ht><ht><ht><ht><ht><cr>

where the <FNN> field of up to twenty digits is the full national number of the service to be tested - the PSTS 10 digit format is A0xxxxxxxxx, however this format is optional and the A prefix need not be supplied.

An alternative format for the SRLT command is provided, for convenience, as follows: 

SRLT<sp><FNN><cr>
The SRLT command is provided only for backward compatibility with existing interfaces. Its preferred replacement is SRTI.

SRYI - Extended SULTAN line test - includes package, FB, IR & OC line tests (where allowed by the test technology)

SRYI<sp><FNN><cr>

SRCL - Clears down any SULTAN test currently in progress
SRCL<cr>

SRFT – SULTAN Full Test – Test results may include AC & DC Foreign Battery, Resistance, Capacitance, NT1 Loop Back & Line Circuit tests for ISDN-BA or AC & DC Foreign Battery, Resistance, Capacitance tests & the presence of handset for POTS services.

SRFT<sp><FNN><cr>

SRVY – SULTAN Verify Test
SRVY<sp><FNN><cr>

SRDE – Display Device Status test - The returned Device Status information shall be displayed un-interpreted (ie. All the Fnn's associated with the device and their states).
SRDE<sp><FNN><cr>

SRDS – Display Subscriber Status - The display subscriber test request will simply forward the raw results from the exchange. These results may be segmented into separate messages.
SRDS<sp><FNN><cr>

SRMT – SULTAN Multilayer test - The returned Multi-layer test results shall be displayed un-interpreted (ie. The B&D channel status and report on any layer 1,2 & 3 fault).
SRMT<sp><FNN><cr>

5.4 Output Messages

All output packets to the remote end are sent with a 10 byte header, the data packet and a terminating <cr>

The following units are standard.

All Resistances are in KiloOhms

All Voltages are in Volts

All Capacitances are in NanoFarads

5.4.1 Header Format

Byte 1  - Message type S

Byte 2  - Message type  1, 4, 5, 7 & 8
Byte 3  - =

Byte 4  - = or further message flag -  I or F, or extended stage 1, 2, 3, 4

Byte 5  - =

Byte 6  - count (1000's)-  Number of characters beyond header  

Byte 7  - count (100's) -

"

Byte 8  - count (10's)  -

"

Byte 9  - count (1's)   -


"

Byte 10  - =

Byte 11 - results

The count includes only the number of bytes following byte 10 in the data packet and excludes the terminating <cr>.

All null characters are automatically converted to the character "=" to eliminate ambiguity.

5.4.2 Message Body

Optional messages

Intermediate messages may be shown throught the test sequence.  For example progress SMC messages such as SMC_SRC (Seizing LTD in use).  These intermediate messages should not be relied upon by the user.

S1
This contains progress messages during the test (flag = I for Intermediate) or is the terminating message (flag=F for Final). The data packet returned is unformatted and contains the ASCII text of the progress or terminating message. Terminating messages will always include a period, ie: "." - no quotes, as the first character of the message while progress messages always begin with a space.

Examples:

“S1=I=0024= COMMAND ACKNOWLEDGMENT”

“S1=F=0046=.SULTAN test has finished, look at TR/TA codes”

S4
In case of a package or extended package test (SRTI or SRYI) S4 message is sent as an informational message of a SULTAN line test only where either a package test has been performed on the line and a line fault condition has been detected, or a line lockout condition has been detected. That is, SULTAN has determined that a fault condition exists. This is a partially formatted data packet. The S4 message is always followed by an S1 final message.

For a package test with line fault, the format is:

/<sp>FB=<vvalue>,<vvalue>V:<sp>R=<rvalue>K,<rvalue>K:<sp>C=<cvalue>,<cvalue> 

… <TR/TA code> … [QSU]

where

<vvalue> = Positive Decimal Value - Unit is Volts - No decimal places

<rvalue> = Positive Decimal Value - Unit is KiloOhms - No decimal places

<cvalue> = Positive Decimal Value - Unit is MicroFarads - Two decimal places


<TR/TA code> 
= Result code as per section 5.4.3


[QSU]

= The string “QSU” may appear as a terminator after the TR/TA code.

For a line lockout detected, the format is:

/<sp>LINE<sp>LOCKOUT<sp>...<sp>BYO<sp><sp><sp>QSU

(with 26 spaces between the words “LOCKOUT” and “BYO”)

Examples

40 bytes - SULTAN normal test result message in format:

"/ FB=0,0V: R=600K,581K: C=2.34,2.60    "

OR


40 bytes - SULTAN LLO using Low Scale IR test result message in format:

"/ FB=0,0V: R=1278K,1364K           "

OR


40 bytes - SULTAN LLO form AXE/S12 node enquiry result message in format:

"/ LINE LOCKOUT                                       “

+ 

9 bytes - made up a 3 byte SULTAN generated TR code : DAF, BYO, FLT or RFT  + "   QSU" hence

"/ FB=0,0V: R=1278K,1364K           FLT   QSU" 

Note: The 40 byte limit is driven by the LEOPARD scratchpad field allowance - it will not vary.

In case of any test other than SRTI and SRYI, ie., SRFT, SRVY, SRDE, SRDS or SRMT, the S4 message is sent as an informational message, containing the SULTAN error message. The S5 message is always followed by a S1=F message. The list of possible error messages is given below.
< Complete list of possible SMC (SULTAN Message Codes) to be listed here >

S5


In case of a package test or an extended package test, the S5 message is sent as the terminating message of a SULTAN test only where a test has been performed and a fault condition has NOT been detected, ie. DA OK. This is a partially formatted data packet. The S5 message is always followed by an S1 final message. The format is similar to some of the S4 messages.


40 bytes - SULTAN test result message in format:


"/ FB=0,0V: R=600K,581K: C=2.34,2.60    "

OR

"/ FB=0,0V: R=1278K,1364K           "

In case of a non-package test, ie., SRFT, SRVY, SRDE, SRDS or SRMT, the S5 message is sent as the terminating message of a SULTAN test, only where the test has been performed and the test results have been obtained. The format of the S5 message, for various tests are given below -:
For SRFT POTS Line-:
S5===<length>=/ FVDC=<vvalue>,<vvalue>,<vvalue>V:FVAC=<vvalue>,<vvalue>,<vvalue>V:IRAE <rvalue>K:IRBE <rvalue>K:IRAB <rvalue>K:CAE <cvalue>:CBE <cvalue>:CAB <cvalue>:BRK=<string>

For SRFT ISDN Line -:

S5===<length>=/ FVDC=<vvalue>,<vvalue>,<vvalue>V:FVAC=<vvalue>,<vvalue>,<vvalue>V:IRAE <rvalue>K:IRBE <rvalue>K:IRAB <rvalue>K:CAE <cvalue>:CBE <cvalue>:CAB <cvalue>:NST=<value>,<value>

Where,
<vvalue> = Positive Decimal Value - Unit is Volts 

<rvalue> = Positive Decimal Value - Unit is KiloOhms

<cvalue> = Positive Decimal Value - Unit is MicroFarads


FVDC = DC Foreign Voltage [AtoG, BtoG, AB] in sequence

FVAC = DC Foreign Voltage [AtoG, BtoG, AB] in sequence

IRAE = Insulation Resistance A to Ground

IRBE = Insulation Resistance B to Ground

IRAB = Insulation Resistance A to B

CAE = Capacitance A to Ground

CBE =Capacitance B to Ground

CAB =Capacitance A to B

NST =NT DC Signature Test [V-High, V-Low] in sequence

For SRDE -:
S5===<length>=/ DEV=<LI Interface>:STATE=<state of LI>

For SRMT -:
S5===<length>=CTN=<string>:AS=<string>:DS=<string>:B1=<string>:B2=<string>:D=<string>
Where,


CTN = Connection to NT

AS = Activation State

DS = DSL State

B1 = B-Channel State for B1
B2 = B-Channel State for B2

D = D-Channel State

S7
One or more S7 messages are sent where extended line tests have been requested (i.e. only for the SRYI request). The three extended tests are attempted, where allowed by the test technology, in the order OC, IR and FB. For each test which completes a corresponding S7 message is sent, where the further messages flag indicates which test was requested : 1 = OC, 2 = IR, 3 = FB.

If any of the extended tests cannot be attempted, or if any of the tests is attempted but fails to complete, no S7 message is returned for that test and any subsequent tests are skipped. When all three tests have been either completed or skipped, the following completion message will always be sent back:

S7=4=0001=Z

This means that the only possible combinations of S7 messages are as follows:

	No Tests
	OC only
	OC + IR only
	OC + IR + FB

	S7=4
	S7=1

S7=4
	S7=1

S7=2

S7=4
	S7=1

S7=2

S7=3

S7=4


No S1 intermediate messages will be sent between the extended test S7 messages.

S8
One or more S8 messages are sent where Display Subscriber or Verify test (SRDS or SRVY) have been requested. These results of the SRVY or SRDS may be segmented into separate messages. Segmented results will be marked by a "more" (ie. S8=M) message, which indicates that further messages follow. The final message in the sequence will be a result (ie. S8=R) message. A sample response with three "more" messages is shown below: 


S1=I=0025=<sp>COMMAND ACKNOWLEDGEMENT<cr>


S8=M=<length>=/<sp><raw exchange data><cr>


S8=M=<length>=/<sp><raw exchange data><cr>


S8=M=<length>=/<sp><raw exchange data><cr>


S8=R=<length>=/<sp><raw exchange data><cr>

The S8=R message is always followed by a S1=F message indicating the end of the test results.
5.4.2.1 Extended Test Result Message Bodies
Open Circuit Results
[IV:][O8:]BA<sp><value>:BG<sp><value>:AG<sp><value>:BOI:




or

[IV:][08:]BA<sp><value>:BG<sp><value>:AG<sp><value>:BOO<sp><value>:




or

[IV:][08:]BA<sp><value>:BG<sp><value>:AG<sp><value>:AWO<sp><value>:<value>:





or

[IV:][08:]BA<sp><value>:BG<sp><value>:AG<sp><value>:BWO<sp><value>:<value>:

where :
BOI = Both Open In



BOO= Both Open Out



AWO= A Wire Open



BWO= B Wire Open



IV= Invalid Value



BA= B to A wire



BG= B to Ground



AG= A to Ground



symbols in [] are optional values

IV - This is displayed  if any open circuit capacitance. BA, BG or AG is equal to zero  => invalid result (test access error)


O8 - This is displayed if capacitance BA > 0.8 uf open circuit results inappropriate


BG <value> - value in nF with 1 decimal place eg. BG 123.1

Insulation Resistance To Ground Results
[INV:]IB<sp><value>:IA<sp><value>:

and <value> can be one of 
>25 M










<5 K










<12 K










<kvalue> K

<kvlaue> - Positive Decimal Number - Unit is Kilo Ohms - no decimal places

where : 
IB= Insulation to B




IA= Insulation to A




INV= Invalid value




symbols in [] are optional values

INV - indicates High Voltage reference value is 0 and so is an invalid result

Foreign Battery Results
B<sp><vvalue><sp>V(<rvalue>):A<sp><vvalue><sp>V(<rvalue>):

where :

<vvalue> = Positive Decimal Value - Unit is Volts - One decimal place

<rvalue> can be one of 





>10 MOHM









5-10 MOHM









3.5-5 MOHM









2.5-3.5MOHM








2-2.5 MOHM









2 MOHM









<kvalue> KOHM








< 4KOHM







<kvalue> = Positive Decimal Value - Unit is Kilo Ohms - No decimal places

Resistance figure = implied resistance to ground





5.4.3 TR/TA Codes

The following table is used by SULTAN to determine the fault code to be displayed.

	Codes
	Foreign Battery (to Ground)
	Resistance (Between Pair)
	Capacitance (Between Pair)

	FLT
	A wire or B wire > 40 Volts
	A wire or B wire < 50K(
	

	BYO
	
	A wire and B wire ( 5K(
	

	RFT
	10 ( (A or B wire) ( 40 Volts
	50 K( ( (A or B wire) ( 250 K(
	

	DAF
	
	
	(A or B wire) < 0.5 (F

	DA OK
	A and B wire < 10 Volts
	A and B wire > 250 K(
	A and B wire > 0.5 (F


FLT
Faulty
BYO
Busy Out of Order (Possible Off-hook) - LLO Only
RFT
Requires Further Testing
DAF
Does Not Answer - Faulty (Possible Unplugged)
DA OK
Does Not Answer - OK (* SMC_IDL (21) is displayed.)

QSU 
Queue by SULTAN

5.4.4 Machine line tests for POTS services via Fibre To The Premises and ONT

When testing pots services via ONT, machine commands SRTI, SRLT or SRYI, shall perform the same test sequence. The rest of the test keys (SRFT, SRVY, SRDE, SRDS and SRMT) shall return an “INVALID COMMAND” message.
SULTAN shall check the Subscriber Line Status in the Node and when found "BUSY" machine interface shall return -

"S1=F=0034=.THE LINE IS WORKING, IT'S ENGAGED".

When the Line status is found not  "BUSY" the ONT test command shall be performed.

The test results received from the XDM shall include all metallic line test results for 1 ONT line circuit and the ONT self test results.

When in the received test results any one of the results shows "FAILED" machine interface shall return -

"S1=F=0041.THE LINE IS FAULTY, PLEASE REPORT - FTTU".

When in the received test results all of the results shows "PASSED" machine interface shall return -

" S1=F=0026=.THE LINE IS WORKING, FTTU".

5.5 Example Transactions

5.5.1 AXE MTU - SRYI Transaction

SRYI 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MTU 9103, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S4===0049=/ FB=0,0V: R=0K,0K: C=0.99,0.99         RFT   QSU

S1=F=0046=.SULTAN test has finished, look at TR/TA codes

S7=1=0041= 08:BA 990.0:BG 19.0:AG 18.0:BOO 21990.0:

S7=2=0017= IB <5 K:IA <5 K:

S7=3=0039= B 0.0 V(> 10 MOHM):A 0.0 V(> 10 MOHM):

S7=4=0001=Z

5.5.2 AXE MRT - SRYI Transaction

SRYI 0396634174

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MRT 9140, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S4===0049=/ FB=0,0V: R=10000K,10000K: C=0.29,0.29 DAF   QSU

S1=F=0046=.SULTAN test has finished, look at TR/TA codes

S7=1=0035= BA 19.4:BG 28.7:AG 28.7:BOO 310.0:

S7=2=0019= IB >25 M:IA >25 M:

S7=3=0039= B 0.0 V(> 10 MOHM):A 0.0 V(> 10 MOHM):

S7=4=0001=Z

5.5.3 AXE MTU - SRTI Transaction

SRTI 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MTU 9103, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S4===0049=/ FB=0,0V: R=0K,0K: C=0.99,0.99         RFT   QSU

S1=F=0046=.SULTAN test has finished, look at TR/TA codes

5.5.4 AXE MRT - SRTI Transaction

SRTI 0396634174  

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MRT 9140, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S4===0049=/ FB=0,0V: R=10000K,10000K: C=0.29,0.29 DAF   QSU

S1=F=0046=.SULTAN test has finished, look at TR/TA codes

5.5.5 System 12 - SRYI Transaction

SRYI 0394156704

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0048= ACCESSING CWOC SYSTEM 12 NODE - PLEASE WAIT ...

S1=I=0037= ACCESSING TAU 20406, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S5===0040=/ FB=0,0V: R=1950K,1950K: C=1.00,1.00   

S1=F=0038=.THE LINE IS WORKING, IT CAN BE CALLED

S7=1=0044= 08:BA 1000.0:BG 177.6:AG 177.0:BOO 22122.0:

S7=2=0021= IB 5000 K:IA 5000 K:

S7=3=0039= B 1.0 V(> 10 MOHM):A 1.0 V(> 10 MOHM):

S7=4=0001=Z

5.5.6 System 12 - SRTI Transaction

SRTI 0394156704

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0048= ACCESSING CWOC SYSTEM 12 NODE - PLEASE WAIT ...

S1=I=0037= ACCESSING TAU 20406, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S5===0040=/ FB=0,0V: R=1950K,1950K: C=1.00,1.00   

S1=F=0038=.THE LINE IS WORKING, IT CAN BE CALLED

5.5.7 AXE MTU - SRYI Transaction - Line Lockout

SRYI 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S4===0049=/ LINE LOCKOUT                          BYO   QSU

S1=F=0046=.SULTAN test has finished, look at TR/TA codes

S7=4=0001=Z

5.5.8 AXE MTU - SRYI Transaction - Busy line

SRYI 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=F=0034=.THE LINE IS WORKING, IT'S ENGAGED

S7=4=0001=Z

5.5.9 AXE MTU - SRCL Transaction

SRYI 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MTU 9103, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

SRCL

S1=I=0001= 

5.5.10 System 12 - SRYI Transaction - Ported service

SRYI 0883358621

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0048= ACCESSING EXJT SYSTEM 12 NODE - PLEASE WAIT ...

S1=F=0057=.CAN'T TEST THIS NUMBER - NUMBER HAS BEEN PORTED TO OPTUS

S7=4=0001=Z

5.5.11 AXE MTU - SRYI Transaction - Ported service

SRYI 0883352049

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXDG AXE NODE - PLEASE WAIT ...

S1=F=0057=.CAN'T TEST THIS NUMBER - NUMBER HAS BEEN PORTED TO OPTUS

S7=4=0001=Z

5.5.12 AXE ONT - SRTI, SRLT, or SRYI Transaction - Fault Detected

SR## 0394003623

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXDA AXE NODE - PLEASE WAIT ...

S1=I=0046= ACCESSING MTU 65211, ONT 101, PLEASE WAIT ...

S1=I=0058= FTTU ACCESSED - Q4321E5678S4, BSC, 6_3_2/A0394003623/POTS

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=F=0041=.THE LINE IS FAULTY, PLEASE REPORT - FTTU

5.5.13 System 12 ONT - SRTI, SRLT, or SRYI Transaction - Fault Detected

SR## 0394003623

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0048= ACCESSING EXJT SYSTEM 12 NODE - PLEASE WAIT ...

S1=I=0046= ACCESSING MTU 65211, ONT 101, PLEASE WAIT ...

S1=I=0058= FTTU ACCESSED - Q4321E5678S4, BSC, 6_3_2/A0394003623/POTS

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=F=0041=.THE LINE IS FAULTY, PLEASE REPORT - FTTU

5.5.14 AXE ONT - SRTI, SRLT, or SRYI Transaction - Busy line

SR## 0394003623

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=F=0034=.THE LINE IS WORKING, IT'S ENGAGED

5.5.15 System 12  ONT - SRTI, SRLT, or SRYI Transaction - Busy line

SR## 0394003623

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0048= ACCESSING EXJT SYSTEM 12 NODE - PLEASE WAIT ...

S1=F=0034=.THE LINE IS WORKING, IT'S ENGAGED

5.5.16 AXE ONT - SRTI, SRLT, or SRYI Transaction

SR## 0394003623

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXDA AXE NODE - PLEASE WAIT ...

S1=I=0046= ACCESSING MTU 65211, ONT 101, PLEASE WAIT ...

S1=I=0058= FTTU ACCESSED - Q4321E5678S4, BSC, 6_3_2/A0394003623/POTS

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=F=0026=.THE LINE IS WORKING, FTTU

5.5.17 System 12 ONT - SRTI, SRLT, or SRYI Transaction

SR## 0394003623

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0048= ACCESSING EXJT SYSTEM 12 NODE - PLEASE WAIT ...

S1=I=0046= ACCESSING MTU 65211, ONT 101, PLEASE WAIT ...

S1=I=0058= FTTU ACCESSED - Q4321E5678S4, BSC, 6_3_2/A0394003623/POTS

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=F=0026=.THE LINE IS WORKING, FTTU

5.5.18 AXE POTS Line – SRFT Transaction
SRFT 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MTU 9103, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S5===0107=/ FVDC=0.0,0.0,0.0V:FVAC=0.1,0.1,0.1V:IRAE 73.540K:IRBE 75.790K:IRAB 391.1K:CAE 206:CBE 216:CAB 3133:BRK=NO
S1=F=0025=.SULTAN test has finished

5.5.19 AXE ISDN Line – SRFT Transaction

SRFT 0396624026

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0037= ACCESSING MTU 65264, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S5===0116=/ FVDC=0.0,0.0,0.0V:FVAC=0.1,0.1,0.1V:IRAE >10000K:IRBE >10000K:IRAB >123.900K:CAE=16:CBE=17:CAB=988:NST=124.3,122.6

S1=F=0025=.SULTAN test has finished

5.5.20 S12 POTS Line – SRVY Transaction
SRVY 0394156705
S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=00XX= ACCESSING CWOC S12 NODE - PLEASE WAIT ...

S1=I=0037= ACCESSING TAU 20406, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...


S8=M=0XXX=/    SWA-EXCHANGE DEFENCE


S8=M=0XXX=/       TEST                                                       NOT SUCCESSFUL


S8=M=0XXX=/       ------------------------------------------------------------------------- 


S8=M=0XXX=/       DIAGNOSTIC TEST


S8=M=0XXX=/       NA       = H'9600


S8=M=0XXX=/ 


S8=M=0XXX=/       SBLTYPE  = SLIF


S8=M=0XXX=/       NBR      = 49
[ Note : Attached is a sample raw result that the VY test key returns from the exchange. Each line in the test will be sent back as a separate S8=M=0XXX=/ message, until the last line


[image: image1.emf]S12 POTS VY Result


] 

S8=R=0XXX=/       LAST REPORT      00052
S1=F=0025=.SULTAN test has finished

5.5.21 S12 POTS Line – SRDS Transaction

SRDS 0394156705
S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=00XX= ACCESSING CWOC S12 NODE - PLEASE WAIT ...

S1=I=0037= ACCESSING TAU 20406, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...


S8=M=0XXX=/    SWA-SAD TOPOLOGY CMD HDL

S8=M=0XXX=/       DISPLAY-SUBSCR                                                 SUCCESSFUL

S8=M=0XXX=/       -------------------------------------------------------------------------

S8=M=0XXX=/       EN PHYS (LOG)   & TN     DN                 A/I  MSN    GDN


S8=M=0XXX=/       -----------------------  ----------------   ---  -----  ----------------


S8=M=0XXX=/       H'9600 (H'AF80) & 49     0394156705          A

[ Note : Attached is a sample raw result that the DS test key returns from the exchange. Each line in the test will be sent back as a separate S8=M=0XXX=/ message, until the last line


[image: image2.emf]S12 POTS DS Result


]


S8=R=0XXX=/        LAST REPORT      04263
S1=F=0025=.SULTAN test has finished

5.5.22 AXE POTS Line – SRDE Transaction

SRDE 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MTU 9103, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S5===0026=/ DEV=LI3-34911:STATE=IDLE

S1=F=0025=.SULTAN test has finished

5.5.23 AXE ISDN Line – SRDE Transaction
SRDE 0396624026

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0037= ACCESSING MTU 65264, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S5===0026=/ DEV=LIBAE-325:STATE=IDLE

S1=F=0025=.SULTAN test has finished

5.5.24 AXE ISDN Line – SRMT Transaction
SRMT 0396624026

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0037= ACCESSING MTU 65264, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S5===0076=/ CTN=POINT-TO-MULTIPOINT:AS=DEACTIVATED:DS=CONNECTED:B1=IDLE:B2=IDLE:D=IDLE
S1=F=0025=.SULTAN test has finished

5.5.25 AXE POTS Line – SRMT Transaction

SRMT 0396634173

S1=I=0024= COMMAND ACKNOWLEDGEMENT

S1=I=0042= ACCESSING EXHG AXE NODE - PLEASE WAIT ...

S1=I=0036= ACCESSING MTU 9103, PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S1=I=0034= TEST IN PROGRESS. PLEASE WAIT ...

S4===0018=/ INVALID TEST KEY

S1=F=0025=.SULTAN test has finished

5.6 Time Supervision

The SCC Machine Interface will automatically disconnect and logout sessions as follows

The following timeouts apply. They can be configured from the machine.cfg file on the SCC.

· After successful connection but before any commands issued - 5 minute.

· Post logon. After command completion -  40 minutes without issuing a command.

6. Definitions

This table lists acronyms, abbreviations and definitions of concepts used within this document.

	Term
	Definition

	
	None


7. References

This table lists the documents referenced from this one.

	Document Number
	Title

	001 786
	Telstra Standard Policy 001 786 - Information Technology Security Baseline

	003 209
	Telstra ITG Policy 003 209 - Privacy Protection Policy


8. Attachments

This table lists other documents that are related to this one.

	Document Number 
	Title

	
	None
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    SWA-EXCHANGE DEFENCE



       TEST                                                       NOT SUCCESSFUL

       -------------------------------------------------------------------------

       DIAGNOSTIC TEST



       NA       = H'9600

       SBLTYPE  = SLIF

       NBR      = 49

       DN       = 0394156705

       DEVTYPE  = ALCN

       TEST COMPLETED AT  17:07:41,01



       TEX MAIN CODE = EXTERNAL FAULT



       TSEGMENT = 1         TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                         POT DC              POT AC

       A-B           -  45,00  MVOLT        23,00  MVOLT

       A-GND         -   3,00  MVOLT       362,00  MVOLT

       B-GND             2,00  MVOLT       351,00  MVOLT



       TSEGMENT = 2         TEX MAIN CODE = EXTERNAL FAULT

       NBRLOOPS = 1

       MEASURED VALUES :

                           RES                 CAP

       A-GND         >   5,00  MOHM    !   229,98  NFAR  !

       B-GND         >   5,00  MOHM    !   229,91  NFAR  !

       A-B               1,94  MOHM        993,15  NFAR



       TSEGMENT = 4         TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                           A-B

       NOISE         -  89,65  DB



       EXTERNAL FAULT



       REPORT FOLLOWS   00154







    CWOC_L703BB_56*_  2004-09-22  17:07:42  WE

    010       0005/013D/0014

    SEQ=6713+2004-09-22 00154  L703BB     BW5BGS02   LJ5U4B22

    SWA-EXCHANGE DEFENCE



       TEST                                                       NOT SUCCESSFUL

       -------------------------------------------------------------------------

       DIAGNOSTIC TEST



       NA       = H'9600

       SBLTYPE  = SLIF

       NBR      = 49

       DN       = 0394156705

       DEVTYPE  = ALCN

       TEST COMPLETED AT  17:07:41,01



       TEX MAIN CODE = EXTERNAL FAULT



       TSEGMENT = 6         TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       LOOPBACK           PASS



       TSEGMENT = 7         TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       BATTERY       -  48,96  VOLT



       TSEGMENT = 8         TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                          LIMIT              2 KOHM

       FEED 3           68,48  MAMP         19,07  MAMP

       HI-OHM           12,48  MAMP          8,41  MAMP



       TSEGMENT = 9         TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                         15 KOHM             2 KOHM

       LOOP               PASS                PASS



       TSEGMENT = 11        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       NOT APPL :  NO REMOTE METERING





       TSEGMENT = 12        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                         300 HZ              900 HZ              3300 HZ

       RX-0DB        -   0,26  DB        -   0,30  DB        -   0,93  DB

       RX-LOCNEW     -   5,99  DB        -   6,06  DB        -   6,67  DB



       TSEGMENT = 13        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                         300 HZ              900 HZ              3300 HZ

       TX-0DB        -   1,01  DB        -   0,16  DB        -   1,19  DB

       TX-LOCNEW     -   0,80  DB            0,02  DB        -   0,97  DB



       TSEGMENT = 14        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                           BN                 NO BN

       HYBRID        -   2,03  DB        -  32,10  DB



       TSEGMENT = 17        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                        RSLT/FREQ             DC/AC              ON/OFF

       RINGING            PASS           -  45,31  VOLT        986,00  MSEC

                        25,00  HZ           82,68  VOLT          2,03  SEC

       RING TRIP          PASS           -  46,08  VOLT          0,00  MSEC

                         0,00  KHZ           0,00  VOLT         10,00  SEC



       TSEGMENT = 18        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                           IN                  OUT

       RELAY         -  48,96  VOLT      -  48,96  VOLT

                       128,00  MVOLT       128,00  MVOLT



       TSEGMENT = 20        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       NOISE-RX      -  89,65  DB



       TSEGMENT = 21        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       NOISE-TX      - 100,00  DB



       TSEGMENT = 22        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

                           MIN                 MAX

       DIAL TEST          PASS                PASS



       TSEGMENT = 23        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       DIAL TONE     -  14,68  DB          425,00  HZ



       TSEGMENT = 24        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       NOT APPL :





       TSEGMENT = 25        TEX MAIN CODE = SUCCESSFUL

       NBRLOOPS = 1

       MEASURED VALUES :

       NOT APPL :

       ADAPTER



       REPORT FOLLOWS   00154







    CWOC_L703BB_56*_  2004-09-22  17:07:43  WE

    010       0005/013D/0014

    SEQ=6713.2004-09-22 00052  L703BB     BW5BGS02   LJ5U4B22

    SWA-EXCHANGE DEFENCE



       VERIFY                                                     NOT SUCCESSFUL

       -------------------------------------------------------------------------

       REPORT ON INVOLVED SBLS



       DN       = 0394156705

       WTC      = 0

       TSEGMENT = ALL

       NBRLOOPS = 1

       ITRCL    = ATSTRES

       ITRRTG   = REPORT

       ITRFM    = SUMSEG & ALLSEG & DETRES

       FULLREP



       ==> ACTION FAILED





            NA  SBLTYPE  NBR     DEVT/CEF  STATE-CHANGE           LOC

         1  9600 SLIF   49       ALCN      EF   TO EF              H



       HISTORY RECORDS

            NA  SBLTYPE  NBR     DEVT/CEF  ACTION    RESULT

         2  9600 SLIF   49       ALCN      DISABLE   SUCCESSFUL

         3  9600 SLIF   49       ALCN      TEST      EXTERNAL FAULT

         4  9600 SLIF   49       ALCN      INIT      SUCCESSFUL



          LINE INFO

           REF   NBR    DN

           1       49   0394156705



       LAST REPORT      00052




_1157382626.rtf


    SWA-SAD TOPOLOGY CMD HDL



       DISPLAY-SUBSCR                                                 SUCCESSFUL

       -------------------------------------------------------------------------

       EN PHYS (LOG)   & TN     DN                 A/I  MSN    GDN

       -----------------------  ----------------   ---  -----  ----------------

       H'9600 (H'AF80) & 49     0394156705          A





       CHARGING METER :  0           0           0           0



       SERVICES :



         SUBGRP   :  1

         SUBSIG   :  CBSET

         RECALL   :  CTLEVEL   1

                     FULLTPS

                     CCBS

                     CCNR

         NBRIDFCG :  CGLIRDFO

         SUBCTRL  :  CWTG      CFWDBSVA  CFWDNRVA

                     CFWDUVAR

         CARRIER  :  PRESEL    1411

         COL      :  ORDINARY

         MISC     :  DRNGOVER  ACTIVE

         OCB      :  PERM      STDTON

         OCBCFWD  :  CFWDU

                     CFWDBSUB

                     CFWDNOR

                     SCFWD

                     CFWDTIM

                     MWSCFWB

                     MWSCFWNR

         MAXCFWD  :  CFWDU     5

                     CFWDBSUB  5

                     CFWDNOR   5

                     SCFWD     5

                     CFWDTIM   5

                     MWSCFWB   5

                     MWSCFWNR  5



       LAST REPORT      04263
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