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Purpose

This document provides the work instructions to be observed by operations personnel when installing and maintaining payphone products which require SAM chip cards eg. Tsp1, Tsp2. A SAM contains critical information for the security of the payphone.  Operations personnel are required to follow the instructions contained in this document to ensure this information is not lost or jeopardise the payphone security. 

1. Scope

This document covers the process for ordering, using and returning Eurochip and any other brand SAM (as issued from time to time) used by Payphones Operations personnel.

2. ACTIONS

In summary, SAM’s will have a unique identification number (SAM-ID) entered in the chip and printed next to the manufacture’s logo on the plastic of the chip card and is then associated with a smart chip payphone product as follows: Each individual payphone with a MTMS identity (FNN) will be permanently assigned a unique Terminal ID in addition to its MTMS identity (FNN) and cabinet number.

Payphone products associated with chip cards will contain at least 1 SAM which is currently a Eurochip SAM (identified by a 16 digit/characters combination)

When a request for a new payphone site is activated in AXIS it is detected by the TPR system and a Terminal ID is created and inserted in MTMS and permanently associated with the MTMS Identifier (FNN) pending payphone installation. 

A new or used EUROCHIP SAM must be installed and associated with the MTMS Identifier (FNN) via commissioning. If a SAM is taken out of one phone and installed in another, the payphone must be commissioned again.

NB.  The commission process over rights previous data allowing the reuse of SAM’s.  Only Faulty Eurochip  and other SAMs (issued from time to time) need to be returned to the Regional Telstra Coordinator. 

2.1. Responsibilities

The requisitioning and tracking of SAM’s is an auditable requirement. The Regional Telstra Coordinator is the accountable officer for managing this process in the Regions.

Each Area will appoint a responsible officer designated the Telstra SAM Regional Coordinator authorised to order, receipt delivery and distribute SAM’s to field personnel.

SAM’s can only be ordered by authorised SAM Regional Coordinators using a standard TB100  order form (Request for material/service Internal Telstra Use Only) sent to TC&C Business Unit Coordinator.
When supplied, the SAM Regional Coordinator checks the delivery.  Any discrepancies are to be reported immediately to the TC&C Business Unit Coordinator.
The SAM Regional Coordinators are to maintain a 3-month reserve of SAM’s sufficient for new sites and to replace faulty, lost or stolen SAM’s from operational payphones.

All SAM’s remain the property of Telstra and unused SAM’s must be returned by personnel who cease to work for Telstra.

2.2. 
SAM use in Payphone products

The following Table shows the possible scenarios when SAM’s are to be issued or reused.

	Payphone Situation
	ACTIONS

	· New Site and new MTMS identifier (FNN) created.
	Use new or used EUROCHIP SAM can be used. *New Instruments have Eurochip already installed.

	· Payphone temporarily removed from site but is to be re-installed later using same MTMS identifier (FNN)
	You can Reuse the Eurochip SAM in the same or other site.

Statistics download to MTMS must be performed before disconnection & removal.



	· Payphone maintenance.
	Before working on any circuit boards in the payphone always perform a STATISTICS DOWNLOAD to MTMS to minimise the risk of losing SAM Data.   

	· Payphone is faulty and cannot communicate with MTMS but is repairable on site and SAM is OK.
	You can Reuse the Eurochip SAM in the same or other site.

Statistics download to MTMS must be performed before disconnection & removal.



	· SAM in payphone is faulty and STATISTICS DOWNLOAD can not be sent to MTMS.
	SAM is returned (Refer 3.3) to SAM Regional Coordinator. 

	· SAM in payphone is faulty and STATISTICS DOWNLOAD can be sent to MTMS
	SAM is returned (Refer 3.3) to SAM Regional Coordinator. 


Note - Refer to the appropriate payphone product manuals on how to perform a STATISTICS DOWNLOAD to MTMS and how to commission particular payphone products.

2.3. 
Return of Used or Faulty SAM’s

Used or Faulty SAMs are sent via SAM Regional Coordinators to TC&C SAM Coordinator by secure courier or registered mail identified in the following manner as either Used or Faulty:
Used SAMs are to be packed in plastic anti static bags (does not have to be individually) and clearly marked USED SAMs.

Euro 

serial & item

03501379






Faulty SAMs are to be packed in plastic anti static bags (does not have to be individually) and clearly marked FAULTY SAMs.

NEW SAMs are to be packed in plastic anti static bags (does not have to be individually) and clearly marked NEW SAMs.  SAM’s are to be sent to TC&C SAM Coordinator.

NB.   As used SAMs can be reused, the SAM coordinators can retain used SAMs for regional use.  Only return unwanted stock.

2.4. 
Stolen and Lost SAM’s

If a SAM or complete payphone is stolen from a working site with a SAM or SAMs inserted then notify the SAM Regional Coordinator quoting the Terminal ID associated with MTMS identifier (FNN).  A new or used SAM is then inserted and commissioned in the existing or replacement payphone.

If unused SAM’s are lost or stolen, notify the SAM Regional Coordinator quoting the SAM type eg Euro, Chipper, etc and the SAM ID which should be available from the SAM Regional Coordinators own local records.

The SAM Regional Coordinator will advise TC&C SAM Coordinator by email detailing all lost or stolen SAM’s quoting the SAM ID number printed next to the manufacture’s logo on the SAM. 

NB. A Security Incident Report is required for all stolen items.

3. Measures

3.1. TC&C SAM Coordinator 

· Process all requests for new or used SAM’s received from SAM Regional Coordinators and deliver SAM’s to the SAM Regional Coordinators.
· Maintain SAM national database.

· Process all used and faulty SAM’s received from the SAM Regional Coordinators.

3.2. SAM Regional Coordinators

· Using the correct procedure, order sufficient stock of SAM’s for the region to maintain a reserve to supply SAM’s for new sites and replace faulty, lost and stolen SAM’s.

· Issue SAM’s to authorised personnel as required and maintain records of all SAM’s issued.

· Return used, new or faulty SAM’s to TC&C SAM Coordinator using appropriate packaging, forms and observing correct procedures.

· Maintain a local SAM database recording all issued, returned, lost and stolen SAM’s.

· Report and record in local database all lost and stolen SAM’s for the region.

3.3. Team Leaders/ Contract Managers

· As required, in conjunction with the SAM Regional Coordinator identify the number of SAM’s required by field personnel for new sites and to replace faulty, lost and stolen SAM’s.

· Advise, communicate and monitor that field personnel are following the correct procedures as outlined in this document.

3.4. Field Personnel

· Observe procedures regarding the use of SAM’s in payphones as outlined in this document.

· Request SAM’s via the SAM Regional Coordinator.

· Correctly pack and complete documentation when returning used, new or faulty SAM’s to the SAM Regional Coordinator.

· Report all lost and stolen SAM’s and Payphones containing SAM’s to the SAM Regional Coordinator.

· Complete Security Incident Report for all stolen SAMs

Take responsibility for the safe custody of all SAM’s issued to them.

SAM Regional Coordinators are to record in a local Excel database all new and used SAM’s, issued to the field and returned to the advise TC&C SAM Coordinator by them. The SAM Regional Coordinator is not responsible for maintaining records of SAM’s installed in working payphones, these are recorded in the MTMS system.

A sample of the Excel database and minimum requirements are set out below.

	SAM id
	Issued To 
	Date
	Returned To
	Date 
	Notes

	
	
	
	
	
	


4. References

	Document Number
	Title

	NA
	


5. Definitions

	Term
	Definition

	AXIS
	Telstra Service Order Entry System

	FNN
	Full National Number

	IT
	Information Technology

	MTMS
	Multi Terminal Management System

	SAM
	Security Access Module

	TC&C 
	Telstra Consumer Marketing and Channels

	TPR
	Telstra Payphone data Repository system


6. Attachments

	Document Number
	Title

	Document to be Supplied Registered Number
	SAM Request Form
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