<Ripped by Subby>

05/Apr/2006 19:34:15.22227 

From 144.130.135.241  To 144.130.4.5  




Pre-Authent -   

Source Port: 6997, Destination Port: 1645




Dial Gateway to SMC

Access Request Packet, ID (170)

        Attribute                       Length

        (001)User-Name                     006  rdnops

        (002)Password                      016  ....C.....3.2+s.

        (004)NAS-IP-Address                004  144.130.135.241

        (032)NAS-Identifier                032  BWPP-T-001.dialip.telstra.com.au

        (005)NAS-Port                      004  2278           

Lucent  (013)Lucent-NAS-Port-Format        004  2              

        (061)NAS-Port-Type                 004  Sync                

        (031)Caller-Id                     009  395487102

Lucent  (066)Lucent-Calling-Id-Type-Of-Numb004  2              

Lucent  (067)Lucent-Calling-Id-Numbering-Pl004  1              

Lucent  (068)Lucent-Calling-Id-Presentation004  0              

Lucent  (069)Lucent-Calling-Id-Screening   004  3              

        (030)Client-Port-DNIS              010  0198304500

        (044)Acct-Session-Id               009  424793769

Lucent  (109)Lucent-Endpoint-Disc          011  .0395487102

Lucent  (197)Lucent-Data-Rate              004  64000          

Lucent  (255)Lucent-Xmit-Rate              004  64000          

.

05/Apr/2006 19:34:15.24268 






Pre-Auth accept

From 144.130.4.5      To 144.130.135.241 




SMC to Dial Gateway

Source Port: 1645, Destination Port: 6997




SMC offers L2TP tunnels 

Access Accept Packet, ID (170)





to Dial in user. 

        Attribute                       Length



These are the DAE

        (083)Tunnel-Preference             004  tag=3 1  

        (064)Tunnel-Type                   004  tag=3 L2TP                

        (065)Tunnel-Medium-Type            004  tag=3 IPV4                

        (067)Tunnel-Server-Endpoint        014  tag=3 144.133.189.4

        (069)Tunnel-Password               019  tag=3 .(.A.en:.$.,*[....

        (083)Tunnel-Preference             004  tag=2 2              

        (064)Tunnel-Type                   004  tag=2 L2TP                

        (065)Tunnel-Medium-Type            004  tag=2 IPV4                

        (067)Tunnel-Server-Endpoint        015  tag=2 144.133.189.11

        (069)Tunnel-Password               019  tag=2 ....F..g..m..8-.R.

        (025)Class                         004  sVPN=1670 ptype=1

.

05/Apr/2006 19:34:15.30291 

From 144.130.135.241  To 144.130.4.5    




Dial Gateway to SMC

Source Port: 6995, Destination Port: 1646




Start L2 tunnel from 

Accounting Request Packet, ID (124)





Dial gateway to DAE

        Attribute                       Length

        (055)Event-Timestamp               004  05/Apr/2006 19:34:14

        (001)User-Name                     006  rdnops

        (004)NAS-IP-Address                004  144.130.135.241

        (032)NAS-Identifier                032  BWPP-T-001.dialip.telstra.com.au

Lucent  (086)Lucent-Owner-IP-Addr          004  0.0.0.0

        (005)NAS-Port                      004  2278           

Lucent  (013)Lucent-NAS-Port-Format        004  2              

        (061)NAS-Port-Type                 004  Sync                

        (025)Class                         004  sVPN=1670 ptype=1

        (040)Acct-Status-Type              004  Start               

        (041)Acct-Delay-Time               004  0              

        (044)Acct-Session-Id               009  424793769

        (045)Acct-Authentic                004  RADIUS              

Lucent  (028)Lucent-Auth-Delay             004  30             

Lucent  (120)Lucent-Modem-PortNo           004  25             

Lucent  (121)Lucent-Modem-SlotNo           004  8              

Lucent  (122)Lucent-Modem-ShelfNo          004  1              

        (031)Caller-Id                     009  395487102

Lucent  (066)Lucent-Calling-Id-Type-Of-Numb004  2              

Lucent  (067)Lucent-Calling-Id-Numbering-Pl004  1              

Lucent  (068)Lucent-Calling-Id-Presentation004  0     





Lucent  (069)Lucent-Calling-Id-Screening   004  3              

        (030)Client-Port-DNIS              010  0198304500

        (064)Tunnel-Type                   004  L2TP                

        (067)Tunnel-Server-Endpoint        013  144.133.189.4

selected DAE IP address

        (090)Tunnel-Client-Auth-Id         011  telstradial

        (091)Tunnel-Server-Auth-Id         016  rdnnlu1thoma0101

DAE Name

        (068)Tunnel-ID                     049  144.133.189.4-1BF1-792B-144.130.135.241-3D1C-0665

Lucent  (260)Lucent-Tunnel-Auth-Type       004  4              

.

05/Apr/2006 19:34:15.30342 





SMC responds to the

From 144.130.4.5      To 144.130.135.241 



Gateway start packet

Source Port: 1646, Destination Port: 6995

Accounting Response Packet, ID (124)

        Attribute                       Length

.

From this point, all RADIUS traffic occurs between the loopback address of the selected DAE & the SMC.  This is done so that the allocated IP addresses will be learnt by the DAE, otherwise it could not know what address range has been allocated to the end user. 

05/Apr/2006 19:34:17.14313 





Loopback address of the

From 144.133.128.18   To 144.130.7.5     



selected DAE to the SMC

Source Port: 50000, Destination Port: 1645

Access Request Packet, ID (74)

        Attribute                       Length

        (002)Password                      016  .....n>}...n....

        (001)User-Name                     006  rdnops

        (044)Acct-Session-Id               010  0005110554

        (006)User-Service                  004  Framed-User         

        (007)Framed-Protocol               004  PPP                 

        (030)Client-Port-DNIS              010  0198304500

        (031)Caller-Id                     009  395487102

        (061)NAS-Port-Type                 004  Virtual             

        (005)NAS-Port                      004  813066         

        (087)NAS-Port_ID                   059  ip:144.133.189.4:144.130.135.241:1bf1:3d1c:792b:665:80097eb

        (004)NAS-IP-Address                004  144.133.128.18

        (032)NAS-Identifier                016  rdnnlu1thoma0101

.

05/Apr/2006 19:34:17.22170 





SMC to RADIUS

From 144.130.7.5      To 144.135.84.77   

Source Port: 58092, Destination Port: 1645

Access Request Packet, ID (227)

        Attribute                       Length

        (002)Password                      016  ..X;l......u..lD

        (001)User-Name                     006  rdnops

        (006)User-Service                  004  Framed-User         

        (007)Framed-Protocol               004  PPP                 

        (030)Client-Port-DNIS              010  0198304500

        (061)NAS-Port-Type                 004  Virtual             

        (004)NAS-IP-Address                004  144.133.128.18

        (044)Acct-Session-Id               015  876[]0005110554

.

05/Apr/2006 19:34:17.24187 





RADIUS to SMC

From 144.135.84.77    To 144.130.7.5 




Get one IP address from pool_7     

Source Port: 1645, Destination Port: 58092



in the DAE

Access Accept Packet, ID (227)

        Attribute                       Length

        (088)Framed-Pool                   008  pool_007

        (008)Framed-Address                004  255.255.255.7

        (009)Framed-Netmask                004  255.255.255.255

        (028)Idle-Timeout                  004  1200           

Ascend  (137)Ascend-Client-Assign-DNS      004  DNS-Assign-Yes      

Ascend  (135)Ascend-Client-Primary-DNS     004  10.20.1.38

Ascend  (136)Ascend-Client-Secondary-DNS   004  144.135.40.67

        (006)User-Service                  004  Framed-User         

        (007)Framed-Protocol               004  PPP                 

        (018)Reply-Message                 026  Unreal.... you made it..!!

Ascend  (233)Ascend-Link-Compression       004  Link-Comp-None      

.

05/Apr/2006 19:34:17.24190 





SMC to DAE loopback address

From 144.130.7.5      To 144.133.128.18  

Source Port: 1645, Destination Port: 50000

Access Accept Packet, ID (74)

        Attribute                       Length

        (009)Framed-Netmask                004  255.255.255.255

        (028)Idle-Timeout                  004  1200           

        (135)Ascend-Client-Primary-DNS     004  10.20.1.38

        (136)Ascend-Client-Secondary-DNS   004  144.135.40.67

        (006)User-Service                  004  Framed-User         

        (007)Framed-Protocol               004  PPP                 

        (027)Session-Timeout               004  596100         

        (088)Framed-Pool                   008  pool_007



Unisp   (001)Unisphere-Virtual-Router      015  wipvr:N8001603R
Ties this connection to VPN 

        (025)Class                         004  sVPN=3445 ptype=5
N8001603R – sVPN ID = 3445 

.

05/Apr/2006 19:34:17.26300 





DAE to SMC start packet

From 144.133.128.18   To 144.130.7.5     

Source Port: 50022, Destination Port: 1646

Accounting Request Packet, ID (32)

        Attribute                       Length

        (040)Acct-Status-Type              004  Start               

        (001)User-Name                     006  rdnops

        (055)Event-Timestamp               004  05/Apr/2006 19:34:16

        (041)Acct-Delay-Time               004  0              

        (032)NAS-Identifier                016  rdnnlu1thoma0101

        (044)Acct-Session-Id               010  0005110554

        (004)NAS-IP-Address                004  144.133.128.18

        (025)Class                         004  sVPN=3445 ptype=5
VPN identifier

        (006)User-Service                  004  Framed-User         

        (007)Framed-Protocol               004  PPP                 

        (013)Framed-Compression            004  None                

        (008)Framed-Address                004  10.10.1.33

IP address allocated from

        (009)Framed-Netmask                004  255.255.255.255
pool 7 from the DAE

        (030)Client-Port-DNIS              010  0198304500

        (031)Caller-Id                     009  395487102

        (064)Tunnel-Type                   004  L2TP                

        (065)Tunnel-Medium-Type            004  IPV4                

Unisp   (044)Unisphere-Tunnel-Interface-Id 022  l2tp 9215/72597/813168

        (066)Tunnel-Client-Endpoint        015  144.130.135.241

        (090)Tunnel-Client-Auth-Id         011  telstradial

        (067)Tunnel-Server-Endpoint        013  144.133.189.4

        (091)Tunnel-Server-Auth-Id         016  rdnnlu1thoma0101

        (068)Tunnel-ID                     010  0134256619

        (061)NAS-Port-Type                 004  Virtual             

        (005)NAS-Port                      004  813066         

        (087)NAS-Port_ID                   059  ip:144.133.189.4:144.130.135.241:1bf1:3d1c:792b:665:80097eb

        (045)Acct-Authentic                004  RADIUS              

.

05/Apr/2006 19:34:17.26335 





SMC responds to DAE start pkt.

From 144.130.7.5      To 144.133.128.18  

Source Port: 1646, Destination Port: 50022

Accounting Response Packet, ID (32)

Attribute                       Length

.

05/Apr/2006 19:34:17.32300 





SMC accounting start notifier

From 144.130.7.5      To 144.135.84.77   



to RADIUS server

Source Port: 58094, Destination Port: 1646

Accounting Request Packet, ID (152)

        Attribute                       Length

        (040)Acct-Status-Type              004  Start               

        (001)User-Name                     006  rdnops

        (041)Acct-Delay-Time               004  0              

        (004)NAS-IP-Address                004  144.133.128.18

        (006)User-Service                  004  Framed-User         

        (007)Framed-Protocol               004  PPP                 

        (013)Framed-Compression            004  None                

        (008)Framed-Address                004  10.10.1.33

        (009)Framed-Netmask                004  255.255.255.255

        (030)Client-Port-DNIS              010  0198304500

        (031)Caller-Id                     009  395487102

        (061)NAS-Port-Type                 004  Virtual             

        (005)NAS-Port                      004  813066         

        (044)Acct-Session-Id               015  876[]0005110554

Unisp   (044)Unisphere-Tunnel-Interface-Id 022  l2tp 9215/72597/813168

.

05/Apr/2006 19:34:17.34260 





RADIUS to SMC response

From 144.135.84.77    To 144.130.7.5     

Source Port: 1646, Destination Port: 58094

Accounting Response Packet, ID (152)

        Attribute                       Length

